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CREDANT® Mobile Guardian Group Edition

Mobile Security and Management Solutions

Mobile and wireless devices improve
productivity, but at what cost if compromised?

Gartner states that mobile email and personal
information management (PIM) has already penetrated
65% of organizations. By the year 2005, 40% of
corporate data will reside on handheld devices. Driven
by user demand, mobile computing has accelerated
faster than IT departments can create and implement
a cohesive plan to secure and manage mobile users,
data and devices. However, if inadequately protected,
mobile information that is wrongfully disclosed may
expose your organization to legal liability, financial loss
and brand damage.

Challenged to meet the demands of mobile workers,
organizations are embracing departmental security
solutions to minimize risk and provide basic
management functions. Recognizing the need for a
decentralized departmental solution, CREDANT
Technologies has introduced CREDANT Mobile
Guardian (CMG) Group Edition. Unlike point solutions,
CMG Group Edition can be easily upgraded to
CREDANT’s award-winning CMG Enterprise Edition to
leverage your enterprise directory and IT infrastructure
in the future.

CMG Group Edition was designed for
departments/specific initiatives within large
organizations or small-to-midsize enterprises that have
limited IT resources, but need to minimize risk while
providing centralized policy definition and creation for
mobile workers. In addition, you can be assured that
CREDANT solutions will continue to meet your
enterprise security and management requirements as
you expand the use of mobile and wireless computing
throughout your organization.
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Building value through mobile and
wireless security

CREDANT Technologies® is the market leader in
providing software that enables an organization to
control security for mobile workers. CREDANT’s
award-winning security and management software
platform protects mobile devices, wireless access
and the enterprise from rogue mobile devices,
making it safe for organizations to use mobile and
wireless technologies to increase employee
productivity.

Why CREDANT Mobile Guardian
Group Edition?

o Protect mobile devices and applications —
safeguard against legal liability, financial loss
or brand damage if mobile devices are lost or
stolen with enforced passwords, data
encryption and automatic fail-safe “kill” options

o Cost-effective and easy to administer —
quickly deploy comprehensive centrally-
defined security policies that protect your
mobile users, devices and data — minimize
security risk and restrict application use,
disable peripherals, and prevent the use of
communication ports and storage cards

e Broad platform support — architected to
protect diverse types of mobile devices from a
single graphical user interface

o Elegant upgrade path —know that future
enterprise security and management
requirements can be met with CREDANT
Mobile Guardian Enterprise Edition

e One-stop solution — optional backup
and recovery, software imaging and
personal firewall components are also
available through CREDANT
Technologies

Try before you buy

Apply for a trial copy of CREDANT Mobile
Guardian Group Edition by going to:
www.credant.com/eval

Be Mobile. Be Secure.®


http://www.credant.com/eval
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CREDANT® Mobile Guardian
CMG Group Edition Specifications:
The CREDANT solution offers flexible implementation

options to maximize value by enabling a company to PDAs and Smartphones

purchase and deploy functionality exactly when needed. Pocket PC 2000, 2002 and Phone Edition
Windows Mobile™ 2003 and Phone Edition

CREDANT Mobile Guardian Group Edition Windows Mobile™ 2003 Smartphone

CREDANTs security solution for departments or specific Palm 0S® 3.5 and up

initiatives within large organizations and small-to-midsize
enterprises who need to minimize risk and provide basic
management functions to meet computing demands of
mobile workers.

Policy Editor Platforms
Windows 2000, XP

CREDANT Mobile Guardian Enterprise Edition Encryption Algorithms
CREDANT’s comprehensive security solution for AES

organizations that need to control security enterprise-wide Triple DES

for all mobile workers—a solution that integrates with Blowfish 128

enterprise directories, detects and protects against rogue Lite

mobile devices, and automates provisioning of software

and polices while ensuring regulatory compliance. OEM Version also available

CREDANT Mobile Guardian: Which product is right for you?

Feature I Group Edition | Enterprise Edition
Management Functionality
Centrally-defined mobile user security policies v v
Intuitive GUI-based administrative interface 4 v
Centralized management of mobile device security v
Web-based interface for distributed administration v
Integration with existing LDAP directories v
Dynamic policy updates v
Automated device discovery, inventory and reporting v
Separation of administrative roles v
Automated provisioning of security software v
Mobile Device Functionality
Centrally-enforced mandatory access control (connected/disconnected) v
Centrally-defined mandatory access control (connected/disconnected) v
Standards-based on-device and removable storage data encryption y v
FIPS 140-2 Validation v v
Application control v v
Port control and permissions (such as IR, Bluetooth) v v
Self-service PIN/password reset y v
Automatic fail-safe (“kill”) actions for lost/stolen devices v v
Forgotten pin/password recovery — master password v
Forgotten pin/password recovery - secure challenge/response v
Device synchronization control v
Device backup and recovery optional optional
Personal firewall (available early 2005) optional optional
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